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Abstract

We combine reachability analysis and probability bounds analysis, which allow for imprecisely
known random variables (multivariate intervals or p-boxes) to be specified as the initial states of
a dynamical system. In combination, the methods allow for the temporal evolution of p-boxes to
be rigorously computed, and they give interval probabilities for formal verification problems, also
called failure probability calculations in reliability analysis. The methodology places no constraints
on the input probability distribution or p-box and can handle dependencies generally in the form
of copulas. We also provide a consonant approximation method for multivariate p-boxes, which
allows for the prediction sets of dynamical systems to be efficiently computed. The presented
methodology is rigorous and automatically verified, as both the dynamics and uncertainties are
represented and solved with guaranteed enclosures.

Keywords: Failure probability, Reliability analysis, p-boxes, Reachability analysis
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. We need to make a small comment about the rigor of our method. Everything is

rigorous except the evaluation of the Gaussian copula. We (and everyone else) uses

Genz’s multivariate cdf function [32]. It’s not rigorous (or even deterministic). Our

method assumes that the multivariate copula can be precisely evaluated

1.

Introduction

We often face the situation of needing to compute the evolution of a system under known

dynamics, or at least a very good approximation of them. Knowing the initial conditions allows

to determine the evolution under very general assumptions such as continuity and smoothness

of the functions dictating the dynamics. Yet, the actual initial state of the system may often
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be poorly known, with uncertainty attached to it. This is the case, for instance, for a near-
Earth object whose position and velocity is measured by (many) amateur astronomers in different
parts of the Earth: atmospheric conditions, weather, telescope quality, and other factors enter the
measurement process, and are quantified with an uncertainty [55]. Initial conditions of the asteroid
with its associated uncertainties are then obtained as the best fit of observations to a dynamical
model using standard methods, which may include unknown parameters. Another example is the
problem of space debris [I8], 42] — vast numbers of small (centimeter-sized) objects located in the
low Earth orbit, moving at high speed — which pose collision risks with other objects. In this case,
the size and quantity of these objects lead to rather large uncertainties in terms of potential impact
risk with satellites.

Prescribing a unique and precise initial probability distribution requires a large amount of high-
quality data, or specialist domain knowledge. In situations where information is scarce, such as the
examples mentioned above, the usual practice is to assume (i.e., choose) a particular distributional
model (usually normal) and dependence (usually independence). However, making these kinds
of unwarranted probabilistic assumptions will lead to a serious underestimation (or at least an
inaccurate estimation) of uncertainties, and subsequently risks. Imprecise probability relaxes such
assumptions and generalizes probability measures from precise values to set values, bounding the
contributions to risks from all individual distributions in the set. This allows robust statistical
calculations to be made even when data is unreliable, conflicting, imprecise, or limited.

Balch et al. [6] and Martin [53] further argue that using any additive measure of uncertainty
(e.g., precise probability) for inference will lead to false confidence. They introduce a false con-
fidence theorem, stating that inferences based on additive measures will consistently assign high
probabilities to incorrect propositions. Balch et al. [6] expose this in a very practical engineering
situation: computing the collision risk of satellites under uncertain measurements. They show
a counter-intuitive phenomenon whereby the computed risk somehow reduces as the input data
uncertainty increases, leaving the analyst with a paradoxical situation where collecting less data
makes their system safer. Martin [53] offers a remedy based on non-additive measures (e.g., impre-
cise probabilities), and along with a validity criteria required for uncertainty models to be devoid
of false confidence.

For the above reasons, we believe that advancing the capabilities of dealing with imprecise
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probabilities in dynamical systems is worthwhile.

1.1. Problem statement

In this work, we describe a verified numerical method for propagating uncertainties through a

system of (nonlinear) ordinary differential equations (ODEs) of the form
2'(t) = f(z(t),t,p),  x(0) =z €R, (1)

where z(t) € R™ is the state vector, ¢ is the time variable, p is a vector of model parameters, and z
is the initial state. Besides the system dynamicsﬂ including the model parameters p, we assume
that the following specification is given to us. First, a probability distribution Gy, with density
gx, over a set of initial conditions &y C R", and second, a set of states called the failure domain
U C R™ associated with some time interval A; = [tg, t1] C R (the generalization to multiple time
intervals is straightforward).

The goal in this work is to estimate the failure probability, which intuitively is the probability
that a random trajectory emerging from AXj enters the set Y within the time frame A;. Let
Yo :={zo € Xp: It € Ay s.t. & (t) € U} be the set of initial states, Yy C Ap, that eventually enter
the failure domain, where &;,(¢) is the solution of for (0) = zo at time ¢. Then the failure
probability is

P(U) = /y Gy, = /y g (0) 0. )

In the above equation, the distribution is precisely known. But as mentioned before, in reality,
we often lack precise models of uncertainty. There are many imprecise probability models, with
various degrees of generality and computational complexity. The simplest, and crudest, imprecise
probability model is an interval. Intervals are usually interpreted as closed sets of real numbers,
but they may be extended to a probabilistic interpretation by considering they bound all distri-
butions with ranges bounded by the interval. A generalization of intervals are probability boxes
(p-boxes) [28], which define a set of distributions with two bounding cumulative distribution func-
tions. Other imprecise probability models include: Dempster-Shafer structures (also called belief
functions) [19, 64], random sets [56], possibility distributions [72, 211, 37], lower previsions [68], and

credal sets [47]. In this work, we study imprecise probabilities modeled with multivariate p-boxes,

1We assume that system has a unique solution.
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for the reason that p-boxes generalize both intervals and distribution functions, so that the pre-
sented methodology also applies to precise distributions, and because the multivariate extension

of p-boxes in terms of copulas has been well studied [57].

1.2. Verified propagation of imprecise probabilities

The most common practice to estimate the failure probability explores different behaviors
via simulation, e.g., by Monte-Carlo methods [4, 2]. However, if uncertainty is present, e.g., if
the distribution over the initial states is modeled with imprecise distributions, simulation-based
approaches require a “double loop” to explore both different initial states and distributions. Some
applications also require an exhaustive exploration of the state space. In both cases, simulation-

based approaches become computationally intractable.

In a first step, our approach computes a set-based solution of the system, borrowing ideas used
in the field of reachability analysis. This solution yields a guaranteed outer approximation of the
states that can be reached in the dynamical system , and thus our approach provides absolute
guarantees (in contrast with only statistical guarantees provided by simulations). The technique
we use is known as set propagation, where the solution of an ODE is expressed in terms of sets of
states rather than a single state.

In a second step, we compute the probabilities taking into account the distributions.

This step returns conservative (outer) approximations of the failure probability, and we can
control the precision of the results. When only considering sets, traditional reachability analysis can
yield one of three possible probabilities: P(U/) = 0 (guaranteed to be safe), P(U) = 1 (guaranteed to
be unsafe), and the interval probability P(U/) = [0, 1] (unknown safety). The last of these options
is a drawback of the usual method because we cannot prove or disprove the safety of the system.
By introducing p-box initial conditions, the analysis can be generalized to return any P(/) C [0, 1]

for the system’s safety.

1.3. Related work

To our knowledge, there has been limited literature on computing rigorous interval bounds on
probabilities in continuous dynamical systems, with most methods relying on Monte-Carlo sampling
and simulation and requiring a precise definition of the initial distributions, i.e., they cannot handle

5
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imprecise probabilities. In this work we consider a distribution over the initial condition, but the
system dynamics are deterministic. Below we focus on approaches with similar assumptions.

Enszer et al. [24] describe a method for p-box propagation in ODE systems. However, their
method only uses stochastic independence, and they cannot compute failure probabilities. Their
method also relies on “subintervalization” to propagate p-boxes. Maces [49] studies uncertainty
represented as a fuzzy set and also uses similar set-propagation techniques. However, the approach
does not support a fuzzy set theory from the perspective of bounding probabilities, and is thus
arguably unsuitable for robust risk analysis [7].

Shmarov & Zuliani [65] describe a method to compute bounds on probabilities based on val-
idated integration and a d-complete decision procedure [31]. That method relies on state-space
partitioning, which suffers from scalability issues. Huang et al. [39] synthesize a so-called barrier
certificate, whose existence proves probabilistic safety (i.e., non-failure) in unbounded time, but is
only applicable to simple distributions (uniform, normal, and exponential).

Sandretto [60] proposes a contractor for interval propagation, assuming that the initial interval
comes with confidence levels. While generally orthogonal to our approach, the main computation
also has to be applied only once and a-posteriori propagation is relatively efficient.

Tardioli et al. [67] estimate an upper bound for the impact probability of an asteroid based on
unknown parametric distributions. In a similar setting, Serra et al. [63] assume that the initial
positions of objects in space follow a Gaussian distribution and that the system has linear dynamics,
which allows to preserve Gaussian distributions over time.

Stochastic systems have probabilities associated with the dynamics instead of the initial condi-
tion, which makes them orthogonal to the systems we study here. A common approach to compute
the failure probability for such systems is called statistical model checking [46], which is essentially
a Monte-Carlo estimation. Given a required confidence threshold, a number of simulations is
drawn from the initial set. While conceptually simple, such approaches suffer from large numbers
of required simulations, in particular for rare events, and only come with statistical guarantees, as
opposed to absolute guarantees.

There are other, orthogonal classes of dynamical systems with stochastic elements. Stochastic
differential equations (SDEs) [3, 59] are differential equations with a stochastic process (such as

Brownian motion). Much less studied, random ODEs (RODEs) [66] are actual ODEs with a
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stochastic process; compared to SDEs, RODEs are sometimes the more suitable model. There are
established rigorous analysis techniques for SDEs, e.g., in [25], while this problem has only recently
been studied for RODEs [70].

Bouissou et al. [I5] employ Dempster-Shafer structures for the analysis of programs, where they

use affine arithmetic to mitigate the wrapping effect occurring with pure interval analysis.

1.4. Summary

The remainder of this article is structured as follows. In Section Bl we introduce notation and

recall theoretical background. In Section [3]we present our contributions, which we summarize here.

e We show how to over-approximate a multivariate p-box into a belief function with copula

dependencies (Section [3.1)) in order to propagate them through functions (Section |3.2)).

e We present an algorithm for estimating the failure probability, which integrates the p-box

propagation and reachability techniques (Section [3.3]).

e We describe an extension of our algorithm to compute prediction sets under uncertain initial

conditions (Section [3.4)).

In Section 4] we evaluate our methods in several numerical case studies. Finally, we conclude
the article in Section [5l

An earlier version of this work was presented as an extended abstract in [35].

2. Preliminaries

In this work we borrow concepts from two different fields: probability theory and reachability
analysis. The purpose of this section is to fix the notation and to familiarize the reader with the

relevant aspects that we need later. We start with the probability part.

2.1. Probability boxes

A real-valued random variable is characterized by its cumulative distribution function (cdf)

F, which is a monotonically increasing function from the real numbers onto the interval [0, 1]
7
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such that the value of the function at negative infinity is zero, F'(—oo) = 0, and the value of the
function at positive infinity is one, F'(co0) = 1. A probability box (p-box) consists of a pair of such
functions that are used to circumscribe an imprecisely known distribution function F'. The p-box,
in its simplest form consisting of the pair of bounding functions, identifies a set of probability
distributions (a credal set) that lie entirely within these bounds F(x) < F(x) < F(z). Additional
information about the random variable may be available, such as bounds on its mean and variance
and its distribution family, which may be used to further restrict the set of distributions.

The origins of p-boxes can be related back to Kolmogorov and Marakov [50], who produced
two cdf bounds on sums of random variables with unknown dependencies. Sklar, Schweizer and
Frank generalized this result to other positive binary operations [30, [62]. Williamson [69] described
a robust and efficient outer representation of p-boxes, describing them as dependency bounds, and
using them to bound arithmetic operations with unknown dependencies. Their further generaliza-
tion, modern definition and popularisation in risk and uncertainty analysis is often attributed to
Ferson and Krenovich [26] 27, 2§].

Real-valued statistics and features of distributions typically become intervals for p-boxes. The
cdf of a p-box is

[E (), F(x)].

A sample realization of the p-box may be drawn using the inverses of the bounding cdfs

where a ~ U(0,1) is a sample from a uniform distribution. The probability measure on some

interval [a, b] is bounded as follows:

P([a,b]) = max(0, F(b) — F(a))

P([a, b)) = F(b) — E(a),

where the max operator is required when F(b) < F(a).

P-boxes generalize random variables and intervals in the following way. A random variable is
modeled as a p-box with equal cdf bounds: F(x) = F(x). In this case, all of the above probabilistic
interval features of the p-box become precise. An interval is modeled as a p-box with step functions

for bounds.
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2.2. Belief functions

A Dempster-Shafer structure (also called a belief function) is a finite collection of intervals,
called focal elements X, with probabilities attached to each interval (summing up to 1), called
basic mass assignments m. An example of a belief function with three focal elements is: F =
{[0,2],[0.5,1.3],[1,3]} and m = {0.25,0.5,0.25}. Like a p-box, a Dempster-Shafer structure also

bounds a set of probability distributions, using two set-based functions called belief and plausibility:

beld) = m(X),

X:ECU

pl) = Y m(X),

X:ENUHAD

(3)

where the sum is taken over the focal elements X from FE that satisfy the given property (subset
of resp. nonempty intersection with /). For example, the belief and plausibility of & = [0, 2.5] are
bel([0,2.5]) = 0.75 ({[0,2], [0.5,1.3]} are subsets) and pl(]0,2.5]) = 1 (all focal elements intersect

with U). The belief and plausibility serve as lower and upper bounds on the probability measure:
bel(Uf) < P(U) < pl(Uf),

thus for the previous example P(U) = [0.75,1]. A p-box is a special case of a belief function, where
the focal elements are ordered by <. Note that the focal elements do not have to be ordered in

general belief functions, as was the case in the previous example: E = {[0, 2],[0.5,1.3],[1, 3]}.

2.8. Multivariate p-boxes

P-boxes have been extended to higher dimensions [57]. However, as is the case for precise prob-
abilities when considering multivariate p-boxes, dependence information (like correlation) must be
accounted for. Considering complex dependencies amongst p-boxes is important, as they play a
key role in computations involving p-boxes. That is, the result of a function (and any computed
risks) of p-boxes not only depends on the input p-boxes, but also on how they are correlated. Co-
variance, and subsequently the Pearson correlation coefficient, is insufficient to fully determine the
dependence between two random variables. Like for the univariate moments, a single multivariate
distribution cannot be prescribed for a given value of the covariance without making distributional
assumptions (like normality). A more descriptive (and general) model for dependence is required

to exactly specify a multivariate distribution.
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Copulas [58] provide a solution to this problem. A copula C : [0,1]" — [0,1] is a multivariate
cdf with uniform marginals on the unit hypercube [0, 1]"V, which have all marginal (univariate)
information stripped away, leaving only the dependence. Any precise stochastic dependence infor-
mation can therefore be modelled by a copula exactly and completely separately from its marginals.
Multivariate problems in probability can often be reduced to an analysis of copulas.

A bivariate cdf F'xy can be constructed from two marginal cdfs F'y and Fy and copula C using
Sklar’s theorem:

Fxy(z,y) = C(Fx(z), Fy (y)),

where the constructed bivariate distribution will follow the dependence encoded in the copula and
have the prescribed marginals. Copulas also give a convenient way to sample from Fyy in a
generalization of inverse transform sampling, where first the copula is sampled (u,v) ~ C, and
then the samples are transformed through the inverses of the marginals (Fy*(u), Fy ' (v)).

Sklar’s theorem has a straightforward imprecise extension [57], where the two bivariate bounds
of a p-box [F xy (7,y), Fxy(z,y)] can be expanded in terms of two marginal p-boxes and bounds

on a copula [C(u,v),C(u,v)]:

Fxy(z,y) = C(Ex(z), Fy(y)),

Fxy(z,y) = C(Fx(z), Fy(y)).

In this work, we use the imprecise Sklar’s theorem to construct multivariate p-boxes using precise

copulas.

2.4. Reachable states of dynamical systems

A dynamical system with d!! dimensions is characterized by a system of ordinary differential
equations (ODEs) of the form (1), 2/(t) = f(z(t),p,t). Here we assume that f is analytic and
typically given as the composition of standard arithmetic operations, which include addition, mul-
tiplication, exponentiation, and trigonometric functions. An initial-value problem (IVP) consists
of a dynamical system together with an initial condition. In the simplest case, the initial condition
is just a point 2(0) = zg € R™. Under the above assumption on f, an IVP has a unique solution,
called a trajectory, which we write &;,, such that &;,(t) satisfies the ODE f subject to &;,(0) = zo.

Here we consider uncertain initial conditions coming from a set: z(0) € Xy € R?, which

induces a set of trajectories {&z, : zo € Ap}. Fixing a time point t € R, we define the set of
10
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Figure 1: Flowpipe (yellow) for the univariate oscillator, together with 25 trajectories (blue) from uniformly picked

initial states. In red we show the failure domain .

reachable states at time t as R(Xp,t) = {&,(t) : 0 € Xp}. The reachable states for a time interval
[0,T], R(X0,[0,T]) = {&z,(t) : z0 € Xp,t € [0,T1]}, is also called a (exact) flowpipe. We note that

the sets R are generally not computable [36], but over-approximations can be obtained [IJ.

Ezample 1. As a simple illustrative example we consider a nonlinear model of a univariate oscillator
#'(t) = —z(t)sin(t). The analytic solution of this ODE is z(t) = 2(0)e®()=1. Hence, assuming
that the initial condition is x(0) € Xy = [—1,1], the reachable states at time t are R(Xp,t) =
{z0e>®=1 g4 € [~1,1]}. Similarly, the flowpipe until the time horizon T' = 15 is R(Xp, [0, 15]) =
{xge®s®)=1 20 € [~1,1],t € [0,15]}, which is shown in yellow in Figure Il As the failure domain
we consider the union of two disjoint intervals at a time point ¢t = 47: U = [-1,—0.5] U [0,0.5]
(shown in red in Figure . The failure domain only partly encloses the flowpipe, and thus system

safety cannot be guaranteed in this example.

2.5. Fuclidean sets

We consider geometric sets X € R? of d!!-dimensional points. Common classes of sets include
(1) the interval box (or hyperrectangle) {x € R™ : Vi = 1,...,d!. ¢; < z; < u;}, which is the
Cartesian product of intervals [¢;, u;], (2) the half-space {x € R™ : aTx < b}, which is parametric
in a € R™ and b € R and characterizes all points on one side of the hyperplane a” 2z = b, and (3) the
polyhedron, which is the intersection of finitely many half-spaces. A central class of non-convex

sets is described by Taylor models, which we introduce below in Section In our application

11
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Figure 2: Example plot of a Taylor model (blue) and a Taylor-model reach set evaluated in its time domain (red).

we consider pairs of sets X,/ C R" where X corresponds to a Taylor model and U is the failure
domain, typically a polyhedron, or a union of polyhedra. In that setting, inclusion X C U/ and
disjointness X NU = () can be checked efficiently in an approximate manner using suitable set

transformations [29].

2.6. Taylor models as representation of reachable state

Taylor models provide a way to rigorously bound a function f over a domain by means of
1) a polynomial Taylor expansion around a point inside the domain and 2) an interval remainder.
More formally, an d!l-dimensional Taylor model of order k is a tuple T = (p,I,z0,D) where
p = (p1,...,pan)" is a vector of multivariate polynomials of degree at most k, p; : D — R for
i =1,...,d!", obtained by Taylor-expanding a function around xg € D, I = I; X --- X I is an
interval box, called the remainder, containing the origin, and D C R%"' is the domain (111 BT, 52 143].
Then, for all z € D we have that f(x) € p(x) + I, where the Taylor expansion is defined around
xo, i.e., pi(xg) = 0 for all 7. Thus T represents the vector-valued function p(x) + I, which is an
interval tube around the polynomial p. We often use the common convention that D is normalized

to the symmetric box [—1,1]%", which can be enforced algorithmically.

Ezample 2. Let d!! = 2 and the polynomials p;(z) = 221 + z2 + 2%%.’]32, po(x) = 2x9 + 23:?372. We
consider a Taylor model of order 4, T = (p,I; x Is,(0,0),[—1,1]?), with remainders I} = I, =
[—0.05,0.05], which is plotted in Figure [2| (left).

A Taylor-model reach set (or reach set for short) R is a structure used in reachability algo-

rithms when propagating Taylor models through an ODE in time. For an d!!-dimensional system,

12
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R is an d!!-vector of Taylor models. Each coordinate itself is a Taylor model in one variable repre-
senting time, of order k;, with domain D;. The coefficients of these Taylor models are themselves
multivariate polynomials in the d!! state variables, of order £ and whose domain is assumed to be
D = [-1,1]". (The time domain of R is not normalized to [~1,1].) Evaluating R over a time

interval yields an d!!-dimensional Taylor model.

Ezxample 3. We modify the previous example to consider a Taylor-model reach set in the time
interval [0,0.2] with components fi(z,t) = p1(x) + p2(z)t + I1 and fo(x,t) = pa(x) + pi(x)t + Io.
Each component is a Taylor model in one variable (time, t) whose coefficients are multivariate

polynomials in the spatial variables (z; and x2). A plot is shown in Figure [2] (right).

Taylor models can be used to approximate the reachable states. The procedure is outlined
below; for a more technical presentation we refer to [43, [16]. First, we compute a non-validated
integration of using a Taylor model of order k;. As said above, the coefficients of that series
are polynomials of order k in the variables that denote small deviations of the initial conditions.
We obtain a time step from the last two coeflicients of this time series. In order to validate the
integration step, we compute a second integration using intervals as coefficients of the polynomials
in time, and we obtain a bound for the integration using a Lagrange-like remainder. The remainder
is used to check the contraction of a Picard iteration. If the combination of the time step and the
remainder do not satisfy the contraction, we iteratively enlarge the remainder or possibly shrink
the time step. Finally, we evaluate the initial Taylor series with the valid remainder at the time
step for which the contraction has been proven, which is also evaluated in the initial set to yield
an over-approximation. The approach is (numerically) sound due to rigorous interval bounds in

the Taylor approximation.

Ezample 4. We consider the univariate oscillator from Example The Taylor-model reach set

obtained for the time interval D; = [0,0.059472], domain D = [—1,1], and orders k = 2, k; = 10 is
z1 — 0.521t% + 0.16666666666666666x,t* — 0.043055555555555551 0

+ 0.00939980158730158521t% — 0.001806657848324514521t10 4 [—1.3938,1.3938] x 10721,

remainder

We can evaluate the Taylor-model reach set for any time interval contained in Dy, which yields a

Taylor model over z;. For instance, choosing [0, 0.01], we get the Taylor model

0.999975x1 + [—2.50001,2.50001] x 1072,
13
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while choosing [0.04,0.05], we get
0.9989756663137614x1 + [—2.25001, 2.25001] x 10~*.

Evaluating this Taylor model further in the spatial domain using interval arithmetic, i.e., for
x1 € [~1,1], we get the intervals [~1.00001,1.00001] and [—0.999201,0.999201] respectively[| This
is aligned with the solution shown in Figure [1} which shrinks toward the origin over time for the
time interval D;. In our algorithm we will make use of the following key observation: we can
partition the spatial domain D = [—1,1] into subsets and evaluate the Taylor model for each of
them. Indeed, evaluating over [0.04,0.05] and D = [0.6,0.9] yields [0.838937,0.884296]. The idea

is that each subset of D will be uniquely associated with a focal element of a p-box.

3. Methodology

In this section we present the main contributions of this article. In the first part (Section 3.1)
we outline a construction on how to over-approximate a multivariate p-box into a belief function
with copula dependencies (Section , and then consider the problem of propagating multivariate
p-boxes through functions under weak assumptions (Section . In the second part we develop an
algorithm to estimate the failure probability of a dynamical system based on reachability analysis
(Section . The algorithm combines over-approximation and propagation of a p-box from the
first part with flowpipe approximation using Taylor models (see Section . We conclude the
section with an extension of our algorithm to compute the prediction sets of dynamical systems

under uncertain initial conditions (Section [3.4)). Numerical results are presented in Section

3.1. Qver-approzimating a multivariate p-box

Although it is well known how to convert a p-box into a belief function in one dimension, and in
multiple dimensions under the assumption of independence, very few authors describe the general
conversion of a p-box to a multivariate belief function with a copula dependence. We will do that
next. Beginning with a set of d!! marginal p-boxes [F;, F;] and an d!!-copula Cy, a multivariate

p-box can be constructed using the imprecise Sklar’s theorem [57].

F(xi,x2,...,za1) = Can(Fy(z1), Fo(z2), ..., Fa(zan)),

F(zy,29,...,2a1) = Can(F1(z1), Fo(z2), . .., Fan(zan)).

2The bounds exceed —1 resp. 1 due to rigorous computations.
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Figure 3: A visualization of a three-dimensional p-box. The diagonals show the univariate marginals, which are
X1 ~ Beta([1,2],3), X2 ~ Gamma([5,6],2), and X3 ~ N([0,0.5],[2,3]). The off-diagonals show the bivariate

marginals.

Figure [3] is a visualization of a three-dimensional p-box constructed with Sklar’s theorem, which
has the marginals X; ~ Beta([1,2],3), X2 ~ Gamma([5,6],2), and X3 ~ N([0,0.5],[2,3]) (note
that N(-) here denotes the normal distribution) shown along the diagonals, and a three-dimensional

Gaussian copula with a parameter matrix

1 —-0.8 0.8
-0.8 1 -0.8
0.8 —-08 1
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The two-dimensional cdf pairs are shown on the off-diagonals in Figure[3l The goal is to convert an
d!!-dimensional p-box into an d!!-dimensional belief function with a finite number of focal elements,
such that the belief function bounds at least the same (but possibly a larger) set of distributions
as the p-box. The multivariate belief function will be a finite collection of focal elements, each
with a basic mass assignment m;. The focal elements of the multivariate belief function will be
d!'-dimensional interval boxes [a1,b1] X [ag2,ba] X -+ X [agn, bgn], determined by the shape of the
marginals. The basic mass assignments m; will be determined and correlated by the copula Cy.

We follow the discretization first introduced by Williamson & Downs [69], first converting the
marginals into belief functions. Although these authors describe a discretization where each of
the marginals has the same number of focal elements, the construction can be generalized such
that the discretization of each marginal is different. Picking a particular number of desired focal
elements N!! for a marginal, two VectorsE| uw and d (for up and down) of length N!! are constructed
by evaluating the marginal’s inverse cdfs for uniformly spaced probability levels p; = ]N;,,l for
j=1,...,N+1, eg, pj =[0,0.25,0.5,0.75,1] for N!! = 4. The vectors u and d are defined as
follows, for j =1,..., N!l

. ——1 _
The vectors u and d serve as bounds on the inverses F~ and F~!

—1

N

o> IS |

u;j (p) P € [pj,Pjs1)

dj > F~'(p) p € (pj, py+1l,
and give the interval bounds on the focal elements

X; = [uj, dj]. (4)

In one dimension, the basic mass assignment of each focal element is simply the difference of
the probability level m; = p;y1 — p;j, which for a uniform spacing gives equal mass assignment.

Figure [ shows converted marginal p-boxes from Figure[3] with numbers of focal elements N'!l; = 5,

3We begin vector indexing with 1.
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Figure 4: The over-approximated marginals of Figure with Ny =5 (for x1), N!la = 3 (for z2), and Nl!ls = 10

(for x3), respectively.

Nllg = 3, Nll3 = 10. The belief functions give rigorous outer approximations of the marginal p-
boxes. Note that the larger the number of focal elements, the more tightly the belief functions
enclose the p-boxes, and also the more tightly the credal sets of the belief functions enclose the
p-boxes’ credal sets. Although a uniform partition of the probability levels is shown here, the
construction can be performed with any arbitrary spacing, for example if one desired to give finer
resolution to the tails of the p-boxes. Note that this discretization will not necessarily produce
a partition of the input space (the z axis on Figure {4)), since the focal elements may overlap.
The scheme does however perfectly partition the probability spaces (the y axis). In determining
the mass assignment of the multivariate belief function, the copula will be integrated over this

partition.

3.1.1. Mass assignment using copulas
The focal elements of the multivariate structure are found by taking Cartesian products between

the marginal focal elements
Ki17i27~~,idz! = Xl,i1 X X2,i2 X X Xd”,id!!v (5)

which is done over all combinations of the marginal focal elements. For example, the Cartesian
product between the focal elements of X7 and X5 from the example in Figure 4| (showing three

significant digits)are:
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376

377

378

379

380

Xa1 X229 X233
X114 [0,0.213] x [0,9.43] [0,0.213] x [7.61, 13.6] [0,0.213] x [ ]
X1z | [0.072,0.33] x [0,9.43]  [0.072,0.33] x [7.61,13.6]  [0.072,0.33] x | ]
X135 | [0.156,0.445] x [0,9.43] [0.156,0.445] x [7.61,13.6] [0.156,0.445] x [11.3,33]
| % [0,9.43 x| | | x 113,33
| % [0,9.43 I x | | | x (113,33

x [11.3,33
x [11.3,33
X1.4 | [0.263,0.583] x [0,9.43] [0.263,0.583] x [7.61,13.6] [0.263,0.583] x [11.3,33
X5 0.415,1] x [0,9.43 [0.415,1] x [7.61,13.6 [0.415,1] x [11.3,33

When performing the mass assignment in higher dimensions, most authors choose random set
independence, where the multivariate mass assignment is found by a simple multiplication between
the marginal assignments m; ;. In the more general case where the dependence is modeled by a
copula C, the mass assignment will be determined by computing the C'-volume on the probability
partition of the marginals. The C-volume [62], denoted V¢, evaluates the probability measure from
an d!!-copula C' on some interval box P = [le,f)ml] X [Qm,fom] X x[p_ Dy, ], which is a proper

=Tl

subset of the unit hypercube, P C [0,1]%, as follows:
Ve(P)= > signp(p)C(p), (6)
pEvertices(P)

where the sum is taken over all the vertices of P and where

_ 1 if p has an even number of lower bounds of P
signp(p) = (7)
—1 if p has an odd number of lower bounds of P.

As an example, the two-dimensional calculation is

Ve[pes 3] % [y By)) = C (B By) — C(Pz.py) — Cpa. By) + Cpas py): (8)

and the three-dimensional calculation is

VC([&?]TI] X [&727] X [&JTZ]) = C(]Txam>@) - C(mvmapi) - C(]TZ’@JTZ)
- C(&:Ea@) + C(Ev&7&) + C(piapivﬂ)

+ C(pa, Py, pz) — C(Pa, Py, P2)-

The C-volume may be evaluated on the partition of the unit hypercube [0, 1](1” produced by the
Cartesian product of all the marginal probability levels P; = [p; j, pi j+1]. For example, the proba-

bility partition of X; and X, from Figure [ is:
18
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Figure 5: Computing the mass assignment of two focal elements using a copula and the C-volume V.

P, Po Py3
Pia | [0,5]x[0,5] [0,5]x[5.3] [0,5] x[3,3]
Pio | [5,8]x 00,51 [5:381x[53 [531x(33]
Pio | B3Ix04] BoxBE BHxBY
P | G404 BAXLD @8 <0
Pis | 308 BExE3 A3

Figure [5| shows an example of computing the bivariate mass assignment of two marginal focal
elements of X and X using the C-volume V. When computed on all pairs of focal elements, the

following mass assignments are retrieved for a Gaussian copula with correlation —0.8:

Ve(Piix Paj)| j=1 j=2 j=3
1=1 0.00211 0.03046 0.1674
1=2 0.01638 0.08431 0.0993
1=3 0.04811 0.10379 0.0481
1= 0.09931 0.08431 0.0164
1= 0.16743 0.0305 0.0021
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As a partition of [0, l]d” was produced, all the mass assignments will sum to one. Figure |§| shows a

visualization of the resulting three-dimensional belief function produced from the described proce-
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Figure 6: A visualization of a three-dimensional belief function, constructed from the multivariate p-box from Fig-
ure The diagonals show the converted marginals, with the off-diagonals showing cumulative belief and plausibility

of the bivariate pairs.

dure. The diagonals show the marginal belief functions are shown, while the off-diagonals showing
the cumulative belief and plausibility of the bivariate pairs. The union of the shown boxes gives

an outer approximation of the multivariate p-box shown in Figure [3

3.2. Propagation of p-boxes

Once over-approximated with a belief function, the p-box can be propagated through any real

function f that has an interval extension. Following Dempster—Shafer theory, the focal elements
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may be evaluated with f as

Kout == f(Kil,ig,...,id”)a (9)

forming the focal elements of an output belief function. The mass assignment of the focal elements

are retained by the images [71]

m(Kout) = m(f(Kh,iz,m,idu)) = m(KilyiQ:myid!!)' (10)

The resulting output belief function may then be used to bound the probability measure on any set
U in the output space of f using the formulas (3]). The belief and plausibility give interval bounds

on the probability that the imprecisely known random variable falls in the set U
PU) = [belU), pl(U)].

The belief function may also be converted back to a multivariate p-box. Some information is
however lost in this process: the set of distributions is larger for the p-box, and the belief function
generally provides tighter interval probabilities. However, the multivariate p-box can be useful for
visualizing the imprecise random variable. Considering sets of the form A,, = (—o0, y;], bounds on

the cdf may be computed by accumulating the belief and plausibility:

Eout(yla Y2, -, ym) = bel(Ayl X Ayz X X Aym) (11)

Fout(y1,92, - Ym) = Pl(Ay, X Ay, x -+ x Ay, ) (12)

The propagated belief function may also be used to compute prediction sets of the output, however,

in Section |3.4| we provide a more efficient method to determine this.

3.8. Algorithm for estimating the failure probability

In this section we describe our algorithm to compute lower and upper bounds on the failure
probability (see Eq. ) based on the observations in the previous sections. Assume we are given
an IVP with dynamics f and initial condition &y, where A} is associated with a p-box, and a failure
domain U associated with a time interval A;. The goal is to estimate the failure probability.

A naive approach to propagating the p-box is to repeat the reachability analysis for each focal
element, i.e., for all ¢ interval boxes, constituting the multivariate p-box, compute ¢ flowpipe

solutions of the dynamical system. This approach quickly becomes computationally prohibitive.

21



Algorithm 1: Estimation of the failure probability.

Input: (f, Xp): IVP; U: failure domain; A;: time interval for failure

Output: bel: belief; pl: plausibility of the failure probability

1 Ri,..., Ry < solve(f, X, [0, max(A¢)]); // obtain r Taylor-model reach sets
2 (Ki,m1),...,(Kp,my) < over-approx(Xp); // obtain ¢ focal elements and masses
3 bel «+ 0; pl «+ 0;

4 for k+ 1to {do // loop over focal elements
5 intersects < false;

6 for j < 1tordo // loop over Taylor-model reach sets
7 if A;ND(R;) =0 then continue;

8 X < evaluate(R;, Ay NDy(R;), Ki); // evaluate Taylor-model reach set for

time interval and chosen focal element

9 if — intersects A X NU # () then

10 pl < pl 4+ my; // increase plausibility
11 intersects <+ true;

12 end

13 if intersects A X C U then

14 bel + bel + my; // increase belief
15 break;

16 end

17 end
18 end

19 return [bel, pl]
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Figure 7: Propagation of three focal elements (black, orange, green) for the univariate oscillator, from ¢ = 0 to t = 27

(see Figure [l for a zoomed-out plot). The failure domain is drawn in red, with a small x-offset for better visibility.

Instead we compute a single flowpipe and propagate the focal elements by evaluating the Taylor
models on the sub-domains, as shown in Example [4]

The procedure is summarized in Algorithm (I, which consists of two conceptual phases. In
the first phase (line [1) we compute the flowpipe, for which we use an established procedure as
mentioned in Section [2.60 Here we focus on the second phase, in which we estimate the failure
probability using p-box propagation. First we obtain the focal elements and associated masses from
the distribution over the initial states Xy, according to a prescribed p-box discretization (line ,
as explained in Section [3.I] The purpose of the following double loop is to compute how each focal
element affects the plausibility and belief. Fixing a focal element K}, we iterate over the reach
sets that affect the failure probability. More specifically, given a reach set R;, we obtain a new
set X' that represents the evaluation of R; over the time interval A; N Dy(R) and over the spatial
domain K}, (line . Once X has been obtained, one among three cases is considered: if X and U
are disjoint, then the focal element contributes to neither the plausibility nor the belief. Otherwise,
according to Eq. , the plausibility is incremented by the mass my. If, in addition, X is fully

contained in the failure domain U, then the belief is also incremented by the mass my.
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In Figure [7] we illustrate the core of the algorithm on the univariate oscillator. We consider

three focal elements (black, orange, green) and compute their image at time 2w. (Since this

model is 2m-periodic, these images are identical to the original intervals at ¢ = 0.) We consider

a slightly simplified failure domain for easier illustration (only the lower interval is kept, and the

time component is shifted from 47 to 27). The failure domain (red) fully contains the black image,

and intersects (here: at a point) the orange image, while it is disjoint from the green image. Hence

the mass of the black focal element contributes to both the plausibility and the belief, whereas the

mass of the orange focal element only contributes to the plausibility, and the mass of the green

focal element contributes to neither of them.

Implementation. For better scalability, our implementation preprocesses the list of reach sets for

the loop in line [0l to skip useless computations for each focal element 1) if the time domain of

the j-th reach set does not intersect with the time component of the failure domain (line [7]), and,

more crucially, 2) if the reach set evaluated over the whole spatial domain (i.e., all focal elements

together) does not intersect with the failure domain. These are single checks that are independent

of the discretization into focal elements, and they speed up the analysis in the common case that

most of the reach sets are irrelevant for the failure property.

Our implementation is rigorous, i.e., it deals with potential imprecision due to floating-point

arithmetic in a conservative way. This means that our implementation always over-estimates

the failure probability. That is the case because 1) the Taylor-model reach sets we compute are

provably outer approximations of the true reachable states and 2) all computations are performed

with interval arithmetic and conservative rounding.

Further, our implementation supports multiple failure domains with different time components.

The generalization of the algorithm is straightforward and essentially requires another loop over

the failure domains (plus some clutter and bookkeeping steps, which is why we decided to present

the simpler version in Algorithm [1]).

Convergence. Our algorithm is effective and terminates for any precision settings (Taylor-model

approximation and p-box discretization). By tweaking these parameters, we argue that the interval

computed by Algorithm [I] converges to the true probability (a scalar for a precise distribution and

an interval for an imprecise distribution). In the limit, the Taylor-model approximation converges
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to the true reachable states at a given time interval, and this time interval converges to a time

point. Similarly, with a more precise discretization of the p-box, the reach sets shrink, which

shrinks the discrepancy between plausibility and belief because only small masses contribute to

just the plausibility (but not the belief).

3.4. Consonant approzimation of a multivariate p-box

In this section we describe a method to transform a multivariate p-box under a precise copula
dependence into a possibility distribution (or a fuzzy-set) [22], such that the possibility distribution
forms an outer approximation to the original multivariate p-box. This transformation is based on
the viewpoint of a possibility distribution as a consonant belief function, a belief function with
nested focal elements. This transformation is useful, as it allows one to evaluate the probabilistic
prediction sets of a flowpipe efficiently.

A possibility distribution can be interpreted as a collection of nested prediction sets (or per-
centile sets), e.g., the sets containing at least 95%, 70%, 20%, etc. of the probability measure at all

levels. The « prediction set (or an a-cut) C% of a precise random variable X can be defined as
Px(C%)=1—-a Vael0,1]. (13)

For example, the a = 0.2 prediction set C%? contains 80% of the probability. Like confidence
intervals, a-cuts can be constructed in various ways and may be one-sided or two-sided. The left
of Figure [§ shows the usual construction of the prediction sets using the probability density and
integration, showing the 95% (C%"®) and 40% (C%°) sets of a standard normal distribution. The
right of Figure 8 shows a possibility distribution obtained when all C§; are stacked for all a-levels,
and shows how C%G is obtained from the structure.

When X is described by a p-box, the probability measure Px returns intervals, and therefore

the prediction sets of a p-box can be defined as the set containing at least 1 — « of the probability,
Px(C%)=>1-a Vael0,1]. (14)

Compared to integrating the density, it is simpler to use the cdf, where first symmetric nested sets

are constructed on [0, 1],
wz[$1—9y
2 2
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Figure 8: Left shows the construction of two-sided prediction sets C%°® and C%° of a standard normal distribution,
containing 95% and 40% of the probability respectively, from integrating the density. Right shows the possibility

distribution obtained when all C% are stacked, and how C%° is drawn.

(e.g., 1979 = [0,1] is the entire probability interval and I*=! = 0.5) and then evaluated in the
inverse cdf:

Cg = [F1), Fy' ([)).

Because the inverse distribution F );1 is an isoprobabilistic mapping from a uniform distribution

u~U(0,1) to X, we have that
Px(C%) 2 Puel®)=1—a, (15)

and therefore by construction the inequality holds, with equality given when Fy = Fx. The
left of Figure [9]is a visualization of this construction from a normally distributed p-box, showing
two sets 199 and 196 and their corresponding prediction sets (Cg(:% and Cg(:ﬁ. The sets (ng% and
CY%® have a lower probability of Py (C%%) = 0.95 and Py (C%%) = 0.4 respectively. The right of
Figure El shows the resulting possibility distribution when C% are stacked.

In the multivariate case, we construct a nested family of d!!-dimensional interval boxes C%
which bound the probability measure of the multivariate p-box with . First a symmetric
nested family I% of boxes on [0, 1]%" is constructed as

el
% = {5,1—ﬁ], 16
>1< 2 2 (16)
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Figure 9: Visualization of constructing two-sided nested prediction sets from a p-box. Right shows the structure

obtained when all C% are stacked.

for example in two dimensions 1°=%2 = [0.1,0.9] x [0.1,0.9]. The probability measure from the
copula can then be computed using the C-volume V¢ (I9) @, and transforming ]If( for all g € [0, 1]

through the inverse of the marginals yields the following nested set of interval boxes

d!
—Ve (18 — —=—1,=6
cy ") = X[FL (), Fx (@), (17)
=1

where F)}il are the inverse marginals. Again by construction holds,
1-Ve (1P
Px(Cy ")) = Vo),

ora = 1—VC(]I5 ), as the inverses F' )}il are an isoprobabilistic mapping to X from the unit hypercube
[0, 1]%" with a multivariate uniform distribution following the copula C. Figure[10|is a visualization
of this construction in two dimensions, showing how two symmetric boxes I#=92 and I°=06 are
transformed through the marginal distributions, forming the margins of a-cuts C%, where the
height of these a-cuts is given by 1 — Vo(I?). When this procedure is performed for all 3 levels,
the entire possibility distribution in black on the rightmost plot is found. Figure shows the
two-dimensional marginal confidence structures obtained from the example multivariate p-box in
Figure [3] using this construction.

The constructed possibility distribution is strongly related to Birnbaum confidence curves [13],
confidence structures [5], and inferential models [54] [48], and can be interpreted as belief functions

whose focal elements are nested [22], 23| [7, B7]. An important aspect of this is that possibility
27

























































